IT & Equipment Policy
Draft policy for review at March APC meeting (2026)
1. Introduction & Scope
This policy establishes clear rules for the use of Council-provided technology. It applies to the Clerk and all Councillors. This policy should be read alongside the Digital Media and Electronic Communication Policy, Facebook Policy, and the Data Retention Policy.

2. Equipment & Usage
· Council PC: Once provided, the Council computer is for official business. Limited personal use (e.g., checking personal email during breaks) is permitted provided it does not interfere with Council work.
· Security: The computer must be locked  whenever leaving it is not in use.
· Care: Equipment must be treated with care; avoid food or drinks near the hardware.
· Personal Devices: Until the Council PC is provided, use of personal devices is permitted at the Council's discretion. The operating system antivirus must be kept up to date.
3. Password & Authentication (NCSC Standard)
To protect Council data, the following standards apply:
· Three Random Words: Passwords should follow NCSC guidance (e.g., PurpleCandleRiver) to be strong yet memorable.
· MFA: Multi-Factor Authentication (MFA) must be enabled on the Council email and social media accounts where available.
· Management: Use a Council-approved password manager; do not write passwords down or share them.
4. Email & Communication
· Official Accounts: All Council business must be conducted via the @alwoodleyparishcouncil.gov.uk address.
· Clerk Oversight: As the sole employee, all formal correspondence for the Council must go through the Clerk.
· Confidentiality: Do not "Reply All" unless necessary, and only share information with those who have a "need to know".
5. Social Media & Facebook
· Administration: The Clerk has primary responsibility for the Facebook page, with two Councillors acting as backup admins.
· Content: All posts must be civil, factual, and free from political bias.
· Official Contact: Facebook is for information only; official enquiries or complaints must be directed to the Clerk via email or the website contact form.
· The more comprehensive Facebook policy shall be reviewed annually and adhered to.
6. Remote Working & Data Security
· Public Places: Avoid working on sensitive data where the screen is visible to others.
· Data Storage: Personal data must not be saved to personal cloud accounts (like personal iCloud/Dropbox).
· Retention: Data must be deleted or archived according to the Records Retention & Disposal Policy (e.g., routine correspondence is deleted after 2 years).
7. Misuse & Responsibility
· Illegal Activity: Accessing inappropriate or illegal content (e.g., copyrighted material) via Council infrastructure is strictly prohibited and may lead to disciplinary action.
· Reporting: Lost or stolen equipment must be reported to the Council Chair immediately.
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